<[lncbMo> MuHobpHaykn Poccmn ot 14.05.2018
N 08-1184
"O HanpasBneHnn nHpopmaumm”
(BMecTe ¢ "MeToANYEeCKMMN peKoMeHaaunsaMm o
pa3sMeLleHN Ha MHPOPMALIMOHHbLIX CTEeHAAX,
o1UManbHbIX MHTEPHET-CaUTax n Apyrux
MHMOPMALIMOHHBIX pecypcax
06LLe0bpa3oBaTeNbHbIX OpraHn3aLUnm U OpraHos,
OCYLLIECTB/ISAOLUMX YrpaB/ieHne B cepe
obpa3oBaHus, MHPOpMaLMmM 0 6e30rnacHOM
noBeaeHnUnN N NCMoSIb30BaHUK ceTn "NIHTepHeT")



<MucbMo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmauun”

MWHUCTEPCTBO OBPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALIUU

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEN0 OGPA30OBAHUA

NMACbMO
oT 14 mas 2018 r. N 08-1184

O HANPABJIEHUM UHOOPMALIUU

[enapTtameHT rocygapCTBeHHON NONUTKKN B cdhepe obuiero obpasosanns MmHobpHaykmn Poccun HanpaBnsieT
Ons cBefdeHus paspaboTaHHble BpemeHHow komuccumenn Coseta depepaumv no pasBUTUMIO MHEPOPMALIMOHHOMO
obLlecTBa MeToOUYECKNE pEKOMEHAALMM O pa3MeLLEHUN Ha MHDOPMaLMOHHbIX CTeHAAX, oulmnanbHbIX MHTEPHET-
canTax u Apyrmx nHopmaLumOoHHbIX pecypcax obLieobpa3oBaTeribHbIX OPraHn3aLmnin 1 OpraHoB, OCYLLECTBASHOLLMX
yrnpaeneHue B cdhepe obpasoBaHus, nHdpopmaLmm o 6e3onacHOM NoBEAEHMM U UCMONb30BaHUKN ceTh "NHTepHeT".

OuvpexTop [enaptameHTta
A.E.TIETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHUUA HA UHO®OPMALIUOHHBLIX CTEHOAX, O®PULINATIbHBLIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBAIOLLMX
YNPABJNEHUE B C®EPE OEPA30OBAHUA, UH®OPMALIMK O BE3OMNACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamm BpemenHon komwmccum Coseta ®Pepepauum no pasBUTUO MHAOPMALIMOHHOIO
obLlecTBa B paMKax BbINOMHEHNST peKOMeHAaUni napramMmeHTCKMX cnywaHni "AkTyanbHble BONPOChl o6ecneyeHms
6e3onacHOCTV 1 pa3BuTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpens 2017 r., 6einm paspaboTaHbl METOAMYECKME pEKOMEeHOaUNM O pa3MeLLeHun Ha MHPOPMALIMOHHBIX CTeHAaX,
ochmumanbHbIX MHTEPHET-calTax U OPYrnx MHGOpMaLMOHHLIX pecypcax oblieobpasoBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLECTBNAIOWMX ynpasrneHne B cdepe obpasosaHus, MHpoOpmaLun o HGe3onacHoM MNOBEAEHUU U
ncnonb3oBaHumn ceTn "ViHTepHeT" (ganee - MeToamMyeckme pekomeHgawumm).

MeToanyeckve pekoMeHZauMM HanpaefeHbl Ha KayeCTBEHHOE MOBbILEHWE YPOBHA WHAOPMAaLMOHHON
aeATenbHocTM obLweobpasoBaTenbHbIX OpraHu3auuii M OpraHoB, OCYLUEeCTBASOWMX YyrnpasBneHue B cdepe
06pa3oBaHus, B 4aCTU MHPOPMUPOBAHUSA YHaLLUXCS, UX POAUTENEN (3aKOHHbIX NpeacTaBuTenen) n negarornyecknx
paboTHNKOB 06 OCHOBHbIX acnekTax MHPOopMaLOHHOM Be3onacHOCTW.

MeToanyeckne pekoMeHgaumm NO3BONAT  oblieobpasoBaTernbHbIM  OpraHusaumMsM U opraHam,
OCYLLECTBMAIOLWMM ynpasrneHne B cdepe obpas3oBaHus, akTyanManmpoBaTb yXKe UCMNOofb3yemMble U pa3MeLleHHble
NMH(OPMAaLIMOHHbIE MaTepuarbl, Tak U NOAroTOBUTb UX B Cllydae MX OTCYTCTBUS C YYETOM JyyLUMX MPaKTUK U
pekomeHaaunin.

B pamkax MeToan4ecknx pekoMmeHgauum paccmaTpmBatroTcs cnegyowme UHCTPYMEHTDI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. othmumansHble NHTEPHET-PEeCYpPChl;

3. cpeacTBa MaccoBov MHGOPMaLUK (LLKOSMbHbIE Fa3eThl, Nefarornyeckme u3gaHus n gpyrue).
MHopmaumnoHHbIe CTeHAbI

Ha wuHdopmauuoHHbIX cTeHgax B 00weobpa3oBaTenibHbIX OpraHu3auusx, pacrnosfiokeHHbIX B downe

yypexaeHun n B kabuHeTax, OCHALLEHHbIX MepPCOHaNbHbIMW YCTPOWCTBaAMW ANs Bbixoda B ceTb "MIHTepHeT",
pekomMeHayeTcsi pasMecTuTb WHOPMaLMOHHbIE MaMATKM, COAEPXALLME OCHOBHblE COBETbI MO obecnevyeHuto
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NMHpOpMaLIMOHHON 6e30MacHOCTN y4aLLUXCS.

B NPUIoOXeHnn N 1 kK meToaMYeCKMM pekoMmeHaaunam npencrtasiieH 06pa3eu, NaMATKM And pasMelleHnd Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpepcTtBa MaccoBou MHdopmaLmm

B cpeactBax MaccoBor MHGOpMauWM, OPUEHTMPOBAHHLIX Ha OGY4YaloLLMXCSl, PEKOMEHAYeTCsl B TeyeHue
y4eGHOro roda perynsipHo nyGnunkoBaTb MH(OPMAaLMOHHbIE MaTepuarsbl, NMOCBSALWEHHbIE OTAEMbHBLIM acrneKkTam
MHopMaLMOHHON 6e30MacHOCTH, a Takke pasnuyHble NaMsATKM O6LLEero xapakrepa.

B cpeactBax maccoBor MHGOPMAaLMK, OPUMEHTUPOBAHHBLIX Ha Nefjarormvyeckyto  obLLEeCTBEHHOCTb,
pekoMeHayeTCAa B TedeHuWe KaneHgapHoro roga perynspHo nybnukoBaTb WH(OpPMaUMOHHbIE MaTepwuansl,
MOCBSILLEHHbIE OTAENbHBIM acrnektaMm MHAOPMaUNOHHOM 6e30nacHOCTM Kak HEeCOBEPLUEHHONMETHUX, Tak W
oOueobpa3oBaTenbHbIX OpraHMsauuMii, a Tawkke pasnuyHble naMsaTkn, o0630pbl  HOPMaTMBHO-NPAaBOBOMO
perynupoBaHus aHHOW ccpepbl U MHpOPMaLIMIO O akTyarnbHbIX MEPOMPUATUSAX N CODLITUSIX B aHHON cdepe.

B xope npoeefeHusa EanHoro ypoka no 6e3onacHocTy B cetu "MIHTepHeT" pekomeHayeTcs 06ecneyunTb Bbinyck
TemaTM4eCcKoro BbiMycka cpeacTsa MaccoBon nHopmaummn nnbo cepun nydénmkaummn, cpeam KoTopbiX pacCMOTPeTb
OpraHM3oBaHHble MEpPONPUATUS Ans oby4alomxcs, Ux pogutenen (3akoHHbIX NpeacTaBmMTenen) N negarorn4eckom
06LLEeCTBEHHOCTMU.

OdmumanbHble UHTEpHET-pecypchbl

O6LeobpasoBaTenbHbiM  OpraHu3auusM pekoMeHgyeTcda Ha cBoux oduumanbHblx WMHTepHeT-pecypcax
obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmaunoHHas
Ge3onacHoCTL", B paMKax KOTOPOro npedycMoTpeTb pasMelleHne criegytoLen nHopmMaumm:

N Pasgen/nogpasgen | ®opmat npeacraBneHus

maTepuvanos

CopgepxaHvne maTepumarnos

1. |JlokanbHbie
HOPMaTUBHbIE aKTbl B
cchepe obecneveHus

Konuu gokymeHTOB B
¢opmaTte *PDF

Pa3smelatoTcs konum OKYMEHTOB, T.€.
CKaHWPOBaHHbI BapuaHT AOKYMEHTa,
COOTBETCTBYOLWUIA TpeboBaHNAM K

NHPOpPMaLIMOHHON napameTpam CKaHMpOBaHUS.
BesonacHocTn PasmeLlaoTca QOKYMEHTHI,
obyyaroLmxcs pernaMeHTpyloLmne opraHm3aumio n

paboTy ¢ nepcoHanbHbIMU AaHHbIMMU,
nnaHbl MeponpuaTUiA No obecneyeHnto
MHopMaLNOHHO BGe3onacHOCTU
oby4varowmxcsa n gpyrue.

2. |HopwmatusHoe
perynuposaHue

Konuvn gokymeHTOB B
¢opmaTte *PDF

My6nukytoTCa akTyanbHble CBEAEHUS O
denepanbHbIX U permoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BMacTu n gpyrue
HOPMaTMBHO-MPABOBbIE JOKYMEHTHI,
pernaMmeHTupyowmne obecneyeHne
MHpopMaLNOHHO BGe3onacHOCTU
HecoBepLueHHoneTHMX. [lonyckaeTcs
BMECTO KOMUI pa3meLLlaTb rMnepcchbiyikn Ha
COOTBETCTBYIOLLNE AOKYMEHThLI Ha canTax
OopraHoB rocygapCTBEHHOW BNacTu.

Meparornyecknm
paboTHMKam

TekcT Ha cTpaHuue
canta

Konuu fokymeHTOB B
¢dopmate *PDF

PasmellatoTca metoamyeckme
pekoMeHJaLmMmM 1 yKa3biBaeTcsl
MHopMaLNS O MEPONPUATUSIX, NPOEKTaX
1 NporpaMmax, HanpafieHHbIX Ha
noBbILEeHNE MHGOPMALMOHHOMN
rPaMOTHOCTM NeJarorm4ecknx paboTHMKOB.
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4. | Obyyarowumces TekcT Ha cTpaHuue PasmeluaeTcsa MHdopMaLNOHHasa namsTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHOpMaLINGA O MEPONPUATUSIX, MPOEKTax
1 nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |Pogutensam (3akoHHbIM | TEKCT Ha CTpaHuue Pa3mellaeTtcs MHopMaUVoHHasi namMmaTka
npeacraBuUTeNsaMm) caunTa (npunoxenue N 3).
obyuatomxcs

6. |[OeTckue 6e3onacHble | TeKCT Ha CTpaHuue PaameluaeTtcsa nHdopmauus o
canTbl canta peKOMeHOyeMbIX K UCMOSNb30BaHMIO B

y4yebHOM npouecce 6e3onacHbix canTax,
GaHHepbl 6e30MacHbIX 4ETCKMX CalTOoB.

OpraHam, oCyLLeCTBNSAKLWNM yrpaBneHne B cpepe obpa3oBaHUs, pEKOMEHOYETCHA Ha CBOMX OomumanbHbIX
MHTepHeT-pecypcax obecneuntb (yHKUMOHMPOBAHWE CaMOCTOSATENBHOMO W Chleuuann3MpoBaHHOroO pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTPeTb pasMeLLeHne creaytoLlen MHgopmaumn:

Mpunoxexne N 1

NAMATKA )
NS OBYYAIOLLMXCSA OB NHOOPMALIMOHHOW BE30MACHOCTU IETEN

HENb3A

1. Bcem nogpsa coobuiate CBOKW YacTHy MHGOPMaLMo (HacTosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKOMbI, @ Takke doTorpacmm cBoum, CBoen ceMbn 1 Opy3en);

2. OTKpbIBaTb BMNOXeHHblE hannbl 3NEKTPOHHOW NOYTLI, KOrAa He 3Haellb OTNpaBuTens;
3. MpybuTb, NnpuampaTbCs, Oka3biBaTb AaBreHNEe - BeCTU cebst HEBEXITMBO U arpeCcCrBHO;
4. He pacnopsikancst AeHbramu TBoer ceMbi 6e3 paspelleHns cTaplumnx - Bcerga crnpaluvsav pogutenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearnbHOW XW3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npasgy. Yutaews o cebe Henpasay B MHTepHeTe - coobLym 06 3TOM CBOUM POAMTENSAM UMK
onekyHam;

2. MpurnawatoT nepenucbiBaTbCsl, Urpatb, 0OMEHNBATLCS - MPOBEPDL, HET N NOABOXA;
3. HesakoHHOe konuposBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocrbiM 0 NpobrieMax B CETU - OHWU BCeraa noMoryT;

5. |/|CFIOJ'Ib3yl7I HaCTpOﬁKM ©es3onacHocTu 1 npunBaTHOCTH, 4yTOObI HE noTepATb CBON aKKayHTbl B COLCETAX U
Opyrux noprtanax.

MOXHO
1. YBaxawn gpyrux nons3osaTenen;

2. Monb3ayeubca NHTEPHET-UCTOYHUKOM - [ieran CChIfKy Ha Hero;
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3. OTKprBaIZ TOJIbKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,
4. ObLaTtbcs 3a MOMOLLbIO B3pPOCIbIM - poauTesnn, onekyHbl n aaMMHUCTpaUnA canToB Bcerga NOMOrYyT;

5. Mponan obyveHne Ha canTe "CeTeBMYOK" M NONYyYN NacnopT LMdPOBOro rpaxaaHuHal

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWWMXCA ONnA PASMELLEHUA
HA O®OULUNATBbHbIX UHTEPHET-PECYPCAX

C KaxgblM rogom MOSioOeXuW B MHTEPHETE CTaHOBUTbCS Oorblue, a LKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
none3osarenen PyHeta. Mexagy TemM, NOMUMO OrpOMHOIO KONMYECTBa BO3MOXHOCTEN, UHTEPHET HECET 1 Npobnemsl.
OTa namsaTka gosmkHa nomoyb Tebe 6e30nacHO HaXO4UTLCS B CETU.

KomMnbroTtepHble BUPYCbI

KoMnbloTEpHBIN BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTAWYUTENbHOM OCOBEHHOCTLIO
KOTOpOW ABNSIETCA CNOCOBHOCTL K Pa3MHOXEHMWIO. B gononHeHue K 3Tomy, BUpYCbl MOTYT MOBPEAUTb UMW NOSTHOCTBI0
YHUYTOXUTb BCe (bannbl U AaHHble, NOAKOHTPOSbHbIE MNOMNb30BaTENo, OT UMEHM KOToporo Obina 3anyweHa
3apaxeHHas nporpaMma, a TaKkke NOBPeAvTb UMK JaXe YHUUYTOXMUTb OnepaunoHHY0 CUCTEMY CO BCeMU darinamm
B Lernom. B 6onbluMHCTBE crnyyaeB pacnpoCTpaHSoTCS BUPYChl Yepes UHTEPHET.

MeTogb! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yn coBpeMeHHble OnepauroHHblE CUCTEMbI, UMELLME CEPbe3Hbld YpPOBEHb 3aliuTbl OT
BPEOOHOCHbIX MPOrpamm;

2. lMocTosIHHO yCTaHaBJ'WIBaﬂ nadTu (LJ,I/ICprBbIe 3aniaTtky, KOTopble aBTOMaTU4E€CKM YyCTaHaBIIMBAKTCA C
Luenbto ,D,Opa6OTKI/I I'IpOI'paMMbI) n gpyrue OOHOBNEHUs cBOEN OI'IepaLI,VIOHHOVI cuctembl. CkaumBanm UX TONbKO C
OCbI/ILI,VIaﬂbHOFO canTta pa3pa60TqMKa OC. Ecrn CylleCTByeT peXXmm aBToMaTn4eCcKoro OOHOBNEHUS, BKIOYM €r0;

3. PaboTtan Ha cBoem KoMmMblOTEpPEe MOA NpaBamMu NOMb30BaTens, a He agMuHMcTpaTopa. ATO He No3BONUT
6ONbLINHCTBY BPeOOHOCHLIX MPOrpaMM MHCTanNMpoBaTbCs Ha TBOEM NepcoHanNbHOM KOMMNbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHblE MpOrpaMMHble MPOAYKTbl U3BECTHbIX MPOU3BOAMTENEN, C aBTOMaTUYECKUM
obHoBReHneM 6a3;

5. OrpaHunyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3yn BHeLIHWe HOCUTENU MHOPMaLUUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
13 NPOBEPEHHbBIX NCTOYHMKOB;

7. He oTkpblBai KOMMbIOTEPHbIE hairbl, NONyYeHHbIE N3 HEHaAEXHbIX NCTOYHMKOB. [laxe Te dhannbl, KoTopble
npucnan TBOM 3HakoMbll. Jlyylle yTo4HM y Hero, oTnpasnan nu oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTo He BuA nepepayn OaHHbIX, HE TEXHOMOrMsl, a Bcero nuwb 6penn, Mapka. Ewe B 1991 roay
HugepnaHackas KomnaHusa 3apernctpupoBana 6peHg "WECA", yto o6osHavano crioBocoveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "d0ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna pgpyras abbpeBuaTypa, KoTopas SBMSIETCS TaKOW Xe TexHomnorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO JAHO C HAMEKOM Ha CTaHAApT BbiCLIEn 3BykOBOM TexHUkM Hi-Fi, uto
B NepeBode 03Ha4vaeT "BblCOKast TOMHOCTL".

Oa, BGecnnaTtHbIN MHTEPHEeT-A40CTYyNn B Ka(be, oTeENAX N asponopTax ABAETCA OTNINYHOW BO3MOXXHOCTbIO BbIXO4a
B UHTEpPHET. Ho mHorune JKCNepThbl CHUTAKOT, 4YTO 06LLI,eﬂ,OCTyI'IHbIe Wi-Fi ceTn He siBnsAtoTca 6e3onacHbiMU.
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CoBeTbl N0 6e3onacHOCTH paboTbl B 06LenoCcTYNHbIX ceTax Wi-fi:

1. He nepepaBai cBO nu4YHy0 unHdopMauuio yepe3 obwenocTtynHole Wi-Fi cetn. Pabotas B Hux,
XenaTenbHO He BBOAUTb NApOSv JOCTYNa, JIOTWHbI U Kakne-To HOMepa;

2. Vicnonb3yi n 06HOBMAN aHTUBUPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambim Tol 06e3onaculb cebs ot
3aKayku BUpyca Ha TBOe YCTPOMCTBO;

3. Mpwn ncnonesoBaHum Wi-Fi oTkntoum doyHkumto "O6Lwmin goctyn kK dpannam m npuHtepam”. [laHHas pyHKUmMS
3aKpbITa MO YMOYaHMIO, OAHAKO HEKOTOPbIE MONb30BaTENM akTUBMNPYIOT ee Ans ygobcTea Mcnonb3oBaHus B paboTe
unu ydebe;

4. He ncnoneayn nydnmyHeii WI-FI ans nepegaym nuuHblX AaHHbIX, HANpUMMeEpP ANs BbIXxo4a B cOLManbHble
CEeTMW UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awumueHHoe coeauHeHne vyepe3d HTTPS, a He HTTP, T.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmnoum dyHkumo "TogkniodeHme k Wi-Fi aBtomatnyeckun”. He ponyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTu

COLI,I/IaJ'IbeIe CeTN aKTUBHO BXOOAT B HaAWy XWU3Hb, MHOrne nogu pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH mMunnuapg YenoBek, YTO SABNAETCHA OOHOW CeObMOW BCEX XUTENnew nnaHeThbl.
MHorve nonb3oBaTenn He MOHMMAtOT, YTO UHGOPMaLMS, pasMeLLeHHas MU B couMarbHbIX CETSIX, MOXET ObITb
HalgeHa 1 ucnonb3oBaHa KeM YrofHO, B TOM Yucne He 06s13aTenbHO ¢ 6narMMm HaMepeHUsiMu.

OcHOBHble COBEThLI M0 6e30MacHOCTU B COLMArbHbIX CETAX:
1. OrpaHnyb CNUCOK apy3eit. Y Tebsi B Apy3bsX HE AOIHKHO ObITb CryYaiHbIX U HE3HAKOMbIX Ntoaen;

2. 3awumiian CBOK YacTHYH u3Hb. He ykasbiBam naponu, TenedoHbl, agpeca, aTy TBOEro poXaeHus u
OPYrylo NUYHY0 MHAOpMaLUn0. 3N0YMbILSIEHHMKU MOTYT MCMOMNb30BaTh AaXe UH(OPMAaLMIO O TOM, Kak Tbl U TBOU
poauTenu nnaHMpyeTe NPOBECTU KaHWUKYIbI;

3. 3awywain cBoto penyTauuio - epXu ee B YUCTOTe 1 3adaBail ceGe Bonpoc: XxoTen Gbl Thl, YTOObLI Apyrue
nosib3oBaTeny BUOENM, YTO Thl 3arpyxaelub? MNogymaii, npexae Yem YTo-To onyGrMKoBaTh, HanMcaTb U 3arpysuTh;

4. Ecnu Tbl roBOpULLb C NOABMU, KOTOPbIX HE 3HAELlb, HE UCMONb3YN CBOE pearnbHOEe UMsi U OPYryHO NIMYHYIO
NHdOpMaLMK: UMSI, MECTO XUTENbCTBA, MECTO Y4ebbl 1 Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpu peructpauun B coLmanbHOM ceTM HeobXxoauMOo MUCMONb30BaTh CIOXHbLIE MNAPOSM, COCTOSILLME U3 BYKB
M UUdP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. [Ins coumanbHOM ceTn, NOYTbI U apyrux caToB He0BX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnu
Tebs B3nomaroT, To 3M10YMbILUNEHHUKN NoJydaT AOCTYynN TOJIbKO K OAHOMY MECTY, a He BO BCe Cpaasy.

OneKkTpoHHbIe AeHbI

SﬂeKTpOHHbIe AOEHbIN - 3TO O4YEHb yLI,O6HbIl7I crnocob nnartexen, ogHako CyweCTBYKOT MOLUEHHUKN, KOTOPbIE
XOTAT NOJNTY4YUTb 3TU OAEHbIN.

GﬂeKTpOHHI:Ie OeHbrm noAasunncb coecemMm HegaBHO M UMEHHO M3-3a 3TON0 BO MHOIMMX rocygapcresax oo Cux
nop He NPonnucaHo NpPo HMUX B 3aKOHaxX.

B Poccuu e oHM hyHKLMOHMPYIOT U O HUX YKEe NPONMCaHO B 3aKOHE, rae UX pasaensitoT Ha HEeCKOMbKO BUOOB
- @HOHUMHbIE U He aHOHUMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPLIX paspellaeTcs NpoBOAUTb
onepauun 6e3 uaeHTUdUKaLMM NONb3OBaTenNs, a B HEaHOHUMHbIX WAEHTUMMKALMA nornb3oBaTens sBNSeTCH
obsa3aTensbHON.
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Tawke crnegyeT pasnuyatb ONeEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAapCTBEHHbIM BanTam) U
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl FOCYAapCTBEHHBIM BanoTam).

OcCHOBHble COBETbI N0 Be3onacHon pa60Te C 3J1EKTPOHHbIMU OEeHbramu:

1. MNpuBSXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbLIN M BLICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cuety. [NpuBssaHHbIi TenedoH NomoxeT, ecnu 3abygellb CBOW MNaTeXHbld Naponb MAM 3anfellb Ha CanT C
HEe3HaKoMOro yCTpOMNCTBa;

2. Vcnonb3yin ogHopasoBble naponu. Mocne nepexoda Ha YCUSIEHHYH aBTopusauuio Tebe yxe He GyaeT
yrpoXaTb OMacHOCTb KpaXku UK nepexeata nraTexxHoro napons;

3. Bboibepu cnoxHbin naponsk. MNpectynHukam 6ygeT He NpocTo yraaaTh CAOXHbLIN Naponb. HagexHslie naponu
- 3TO Naponu, KOTopble COAEePXKaT HE MeHee 8 3HAKOB U BKIOYaOT B cebs CTPOYHbIE N NPONUCHbIE BYKBbI, LNMpPbI
HECKOJIbKO CMMBOJIOB, Takue Kak 3Hak Josnapa, oyHTa, BoCKMUuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NMYHbIE OaHHbIE HA calTax, KOTOPbIM HE AOBEpPSELLb.
aneKTDOHHaﬂ noyTta

OneKkTpoHHasi noyta - 3TO TEXHOMNOrMA W MpefoCcTaBfsieMble €l YCMyrn no nepecbiike U MonyyYeHuto
SMEKTPOHHbIX COOOLLEHNI, KOTOpble pacrnpenenstoTcs B KOMNboTepHoW ceTu. OBbIYHO 3MEKTPOHHBIN NOYTOBbIN
AWMK BbIMSAMT criegylolwmM obpasoM: ums_nonb3oBaTtend@ums_aoMeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCsl BO3MOXHOCTb nepegasaTb (awrnbl.

OcHOBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NEeKTPOHHO NOYTON:

1. Hapgo BbIbpaThb NpaBuibHbIN NOYTOBLIN CePBUC. B nHTEpHeTe eCTb OrpoMHbIN BbIBOp BecnnaTHbIX MOYTOBbIX
CEpPBMCOB, OAHAKO fNy4lle JOBEPATb TEM, KOrO 3HaELLb U KTO NEPBbIA B PENTUHTE;

2. He ykasblBan B JIMYHOW MoYTe JNYHYKO  uWHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_daHat@" nnm "pok2013" Bmecto "Tema13";

3. cnonbk3ayi aByxaTanHyo aBTopm3aumio. ITo KOrga noMumMo Naporns Hy>KHO BBOAUTb KOA, MPUCKINIaeMbIin NO
SMS;

4. Bbibepy CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro ALWUKa AOMKEH ObiTb CBOM HAAEXKHbIA, YCTOMYUBBIA K
B3M1OMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb cCamoMy CBOM FIUYHbIA BOMPOC, UCMOMb3Yy 3Ty BO3SMOXHOCTb;

6. Mcnonb3yi HECKOMNbKO MOYTOBLIX AWMKOB. [epBbli AN YacTHOW Nepenucku ¢ agpecataMu, KOTOpbIM Thbl
fAoBepsielllb. ATO 3MEKTPOHHbIN aapec He HaJo UCMoNb3oBaTh NpY PerncTpauun Ha dopymax 1 canTtax;

7. He oTkpbiBan channsl 1 Apyrne BroXeHUs B NUCbMax, Aaxe ecnuv OHW NpULLInn OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N1 OHN Tebe 3T dannel;

8. Mocne okoHYaHWsA paboTbl HA NOYTOBOM CEPBUCE NEPEL 3aKpbITUEM BKMNaZAKU C CanToM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyanbHoe nsgeBatenbCTBO

KnbepbynnuHr - npecriegoBaHue coobLleHnsiMK, cogepXalluMMm OCKOpOneHusi, arpeccuio, 3anyrmBaHue;
XYNUraHcTBo; coumarnbHoe 60MKOTUPOBaHME C MOMOLLbIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynIMHrom:

1. He 6pocawics B 6on. Jlyywnii cnocob: nocoBeToBaTbCA Kak cebst BECTU U, €Cnn HeT TOro, K KOMY MOXHO
06paTuTbCs, TO BHa4ane ycnokoutbcs. Ecnu Tbl HauHeLWb oTBeYaTb OCKOPOGNEHMAMM Ha OCKOpPOIEHMs, TO TOMbKO
elle 6onblue pasoxkeLlb KOHMINKT;

2. YnpaBnsan cesoen knbeppenytaumven;
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3. AHOHMMHOCTb B CETU MHMUMaS. CyIJJ,eCTByIOT €nocobbl BbIACHNTb, KTO CTOUT 32 aHOHMMHbLIM adKKayHTOM;

4. He cTouT BECTU XynuraHckuin obpas BUPTYyanbHOW XU3HWU. VIHTEPHET puKCMpyeT BCe TBOM OENUCTBUSA U
COXpaHsieT nx. Yganutb ux 6ygeT kpaviHe 3aTpy4HUTENbHO;

5. Cobniogan cBoto BUPTYarnbHY YeCTb CMONOAY;

6. VrHopupyin eauHuYHbI HeraTuB. OpHOpPa3oBble OCKOPOUTESNbHbIE COOOLEHUS Nydlle WIrHOpUpPOBaTb.
OO6bIYHO arpeccusi NpekpallaeTcsi Ha HavarbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMWM COOOLLEHMSIMW, B COUMArnbHLIX CETSAX €eCTb
BO3MOXHOCTb GITOKMPOBKU OTNPAaBKM COOBLLEHUI C onpeaeneHHbIX aapecoB;

8. Ecnu Tbl cBngeTenb KVI6ep6yJ'IJ'IVIHFa. TBou gencreus: BbICTYNMUTb NPOTUB MNMpecriegoBaTtensd, noka3aTtb emMy,
YTO €ero AencTBUS OLEeHMBaKOTCS HeraTUBHO, nogaepXxatb XepTBy, KOTOPOVI HY>XHa ncuxosrormn4yeckasa nomollb,
coooWmnTL B3POCJ1bIM O (baKTe arpeccmBHOro noeegeHua B ceTu.

Mo6unbHbIN TenedgoH

CoBpemeHHble cMapToHbl U MnaHweTbl cogepxaT B cebe BNonHe B3pocChbif pyHKUMOHAN, 1 Tenepb OHM
MOrYT KOHKYpMpOBaTb CO CTauMOHapHbIMK KoMnbtoTepamu. OgHako, CpeAcTB 3almTbl Ans NogobHbIX YCTPONCTB
noka o4eHb Mano. TecTupoBaHmMe 1 NOUCK YA3BMMOCTEN B HUX NPOMCXOANT He Tak MHTeHCUBHO, kak ans K, To xe
camMoe KacaeTCs U MOBUNbHbBIX MPUNOXKEHUN.

COBpeMeHHbIe MOOUIbHbIE 6payaepb| YXe npakTtn4eckn aorHannm HactoJibHbl€ aHanorn, ogHako paclumpeHume
d)YHKLI,I/IOHaJ'Ia BNneYeT 3a cobon 6OJ'IbLuyIO CJ10’)KHOCTb U MEHbLUYK 3aLUNLLEHHOCTb.

,D,aneKo He BCe npon3soguTenn BbilycKaroT O6HOBJ‘IeHI/IF|, 3aKpbiBawLWne Kputn4yeckne ya3sBmMmoCcT Onsa cCBomnx
YCTPONCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUBHOMO Teﬂe(bOHaZ

Huyero He saBnseTca no-Hactoswemy OGecnnatHbiM. Byab ocTopoxeH, Beab korga Tebe npegnaraioT
6ecnnaTtHbIi KOHTEHT, B HEM MOTYT BblTb CKPbITbI KakMe-TO NnaTHbIe YCNyru;

Oywman, npexxge yem otnpasute SMS, poTo mnu Buaeo. Tbl TOYHO 3HAELWb, rae OHU OyayT B KOHEYHOM uTore?
Heobxoaumo oOHOBNATH ONEpaLMOHHYI0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMMbl 4518 MOBUMbHbBIX TenedoHoB;

He 3arpy>|<al7| npunoxeHna OT Heu3BeCTHONo WUCTOYHWKA, Bedb OHWM MOryT coaepXaTb BpegOHOCHOe
nporpamMmmHoe obecneyeHue;

Mocne ToOro Kak Thbl BbldeLb C canTa, raAe BBOAWI MNUYHYI0 MHOpPMaLmMio, 3angu B HaCTPONKM Gpay3epa u
yaanu cookies;

MNepuroanyeckn NpoBepsan, KakMe NnaTHbIe YCNyrn akTUBMPOBaHbLI HA TBOEM HOMEPE;

Hasaw cBon HoMep MoBuNbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpsieLlb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOraa Tbl MM He nonb3yellbesi. He 3abbiBai nHorga npoBepsTh 3TO.
Online urpbl

COBpeMeHHbIe OHJ'IaVIH-VIprI - 3TO Kpaco4Hble, 3axXBaTbiBaloLline pasBiieveHud, o6beanHSAOLLINE COTHM ThICAY
YerioBek no scemMmy MuUpy. |/|I'pOKl/I ncenenywT OaHHbIN UM Mup, obuwatoTcs Opyr ¢ Apyrom, BbIMOJTHAKOT 3aaHUA,
CpaXxakTCd C MOHCTPaMK 1 nony4yaroT OnbIT. 3a yOOBOJNbCTBUE OHU NNATAT: NOKyNnakT AUCK, onfavynBakoT aboHeMeHT
mnnn np|/|o6peTa+0T Kakmne-To onunn.

Bce aTu cpegctBa vayT Ha noggepaHue M pasBuMTME UMpbl, @ Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpM3aLMK, BbIMyCKalOTCs HOBble MaTyu (LMDpoBbIe 3annaTku Ofis nporpamm),
3aKpbIBAOTCS YSI3BUMOCTY CEPBEPOB.
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B nogoGHbIx nrpax CTouT onacaTtbCA HEe CTOJIbKO CBOMX COMNEpPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopunsauunm SonbluMHCTBA nrp.

OCHOBHble COBETbI M0 6€30MacHOCTX TBOETO UFPOBOrO akKkayHTa:
1. Ecnn gpyron nrpok Beget cebs nnoxo nnm cosgaet tebe HenpusSTHOCTU, 3aBNOKMPYI ero B CNUCKE UTPOKOB;

2. I'Io>+<any17|c;| aOMUHUCTpPAaTOopaM Urpbl Ha NJjioxoe noBeaeHne 3Toro Urpoka, XernartesribHoO NPpUuIioXnTb Kakne-
TO AOKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nnyHyto nHcopmauuio B npodanne urpbl;

4. YBaxai gpyrmx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnmBamn HeodmumanbHble naTym U Moabl;

6. cnonb3yn CNoXHble U pasHble Naponu;

7. Daxe BO BPEMS Urpbl HE CTOUT OTKNOYaTh aHTUBMPYC. oKa Tl UrpaeLlb, TBOW KOMMbIOTEP MOTYT 3apasuTb.

DULLIMHT UMK KpaXka FIUYHbIX AaHHbIX

OO0bI4HOM Kpa>|<el7| AoeHer n OOKYMEeHTOB cerogHda yxe HUKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TEXHONOornm 3JTI0YMbILUNTEHHUKN NEePEMECTUITNCb B UHTEPHET, 1 NPpOAO0JKAKT 3aHMMAaTbCA "NobmumMbIM" Aenom.

Tak nosiBunacb HOBasi yrposa: UHTEPHET-MOLLUEHHUYECTBA NN OULLINHT, rMaBHas Lefb KOTOPOro COCTOUT B
nonyyYyeHun KoHuaeHUManbHbIX AaHHbIX MOMb3oBaTenen - NOrMHOB M naponen. Ha aHrnumnckom sAsbike phishing
yntaeTca kak puwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBoMM akkayHTOM. Ecnv Tbl nogospeBaellb, YTO TBOS aHKeTa Obina B3noMaHa, To Heo6xoammo
3abnokupoBaTh €€ 1 COOOLLMTb agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM 4ncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yi cnoxHble U pasHble naponu. Takum obpas3oM, ecnv Tebs B3NOMalT, TO 3MOYMbILUNEHHUKN
nony4aT AOCTYN TOMbKO K OOHOMY TBOEMY NPOGUIIO B CETU, @ HE KO BCEM;

4. Ecnun Tebs B3nomanu, To Heobxoanmo NpefynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble A00aBneHbl y Tebs
B OpYy3bsiX, O TOM, YTO Tebs B3rnomanu 1, BO3MOXHO, OT TBOEro MMeHU OyAeT pacchinaTbCa Cram U CCbIIKA Ha
(PULLNHIOBbIE CaNThI;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHBIN TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan dhannsl 1 Apyrne BroXeHUsa B NUCbMax, Aaxe ecnuv OHW NpULLInn OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMANN N1 OHWN Tebe 3T danneol.

LincbpoBas penyTtauums

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytowlas
nHdpopmMaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearibHOMW XU3HW.
"UndpoBas penytaums” - 9To TBOW UMUK, KOTOPbIN hopmMupyeTcs M3 nHopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XWTEemnbCTBa, yqe6b|, TBOE (*)VIHaHCOBoe nonoxeHune, ocobeHHoCTn Xapakrtepa U paccka3bl O
OGnM3KKNX - BCe 3TO HaKannmMBaeTcsl B CETH.

MHorve nOApPOCTKM NErkOMbBICIIEHHO OTHOCATCA K Mybnukaumm nuMyHoW uHdopmauum B WNHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeaCcTBMI. Thl JaXe He CMOXellb JoragaTbCs O TOM, YTo poTorpadus, pasmeLleHHasa 5
neT Hasaf, cTana NpuU4MHOM OTKasa NpUHATL Tebs Ha paborTy.
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KommeHTapun, pasmelleHne TBomx doTorpachumii u gpyrne AenCTBUSE MOTYT HE MCHE3HYTL Aaxe nocne Toro,
Kak Tbl MX yganub. Tbl He 3Haelb, KTO COXpaHun 3Ty MHopMaumio, nonana fnv oHa B MOUCKOBbIE CUCTEMbI U
COXpaHumach N OHa, a rMaBHOe: YTo NoayMatloT o Tebe oKpyKatoLme noan, KoTopble HaayT U yBUOAT aTo. Hantu
NMHGOPMALIMIO MHOTO FIET CNYCTA CMOXET MoboN - Kak M3 Aobpbix NobyXOeHUN, Tak U C HaMepeHneM NPUYNHUTD
BpeA. ATO MOXeT ObITb KTO YrOAHO.

OcHoOBHbIe COBETbI MO 3aLUuTe LMGPOBON penyTaumm:
1. Moaymaw, npexae 4em YTo-To NyGnMKoBaTh U NepeaasaTth Y cebs B 6nore unu B coumansHON ceTu;

2. B HacTpowkax Npoduns yCTaHOBM OrpaHUYeHMs Ha MPOCMOTP TBOEro NPoduns n ero COAePXXMMOoro, caenan
ero Tonbko "ansa gpysen”;

3. He pa3meLuaii 1 He ykasbiBai MHGOPMaLMIO, KOTOpasi MOXET KOro-1iMbo ockopGnsiTe Unn o6uxaTh.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKN - akTUBHbIE MOMb3oBaTeny UMdpoBOro npocTpaHcTBa. OgHako Aaneko He Bce
3HalOT, YTO MONb30BaHWE MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
MHTENNeKTyanbHyt COGCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COGCTBEHHOCTb" OTHOCUTCS K pasfnMyHbIM TBOPEHUSIM YENOBEYECKOro yma,
HauMHas C HOBbIX U306peTeHun n 3HakoB, 0603HaYaLWMX COBCTBEHHOCTb Ha MPOAYKTbl U YCAYrK, U 3akaH4MBas
KHUramm, potorpamamm, KWHOPUNbEMaMm U My3blKanbHbIMY NPOU3BEAEHUAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTeNnNeKTyanbHyl0 COBGCTBEHHOCTb Ha NPOM3BEAEHUS Hayku, NuTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTMKM TOro, YTO MHTENMEKTyarbHbIN/ TBOPYECKUI TpyS
aBTopa He OyaeT HanpacHbIM, acT eMy CrpaBeafvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOero Tpyaa,
nony4nMTb W3BECTHOCTb W Mpu3HaHve. HukTo 6e3 paspelleHus aBTopa He MOXeT BOCMpOM3BOOUTL €ro
npousBedeHne, pacnpocTpaHaTb, NyGNNYHO OEMOHCTPMPOBATh, NpodaBaTb, UMMNOPTMPOBATL, MyckaTb B MpOKaT,
Ny6nNnYHO MCNONHATL, NOKa3bIBaATL/UCMONMHATL B 3dupe unu pasmellats B IHTepHeTe.

WMcnonb3oBaHne "FIVIpaTCKOI'O" nporpaMmmMHoOro obecneyeHnss MoxeT npunBectTn K MHOrMM puUcCkam: OT NnoTepu
OaHHbIX K TBOMM akkayHTaM OO0 6J'IOKI/IpOBKI/| TBOEro yCTpOVICTBa, roe ycrtaHoBJieHa HenerarnbHad nporpaMmma. He
CTOMWT Takke 3abbIBaTb, YTO CyLWEeCTBYIOT JieralibHble U OecnnaTtHble nporpamMmbl, KOTOpPblIE MOXHO HaNTU B CETMW.

O noprane

CeTeBI/I‘-IOK.pd) - TBOW IMaBHbIN COBETYMK B CETU. 34€Cb Thbl MOXELLb Y3HaThb O 6e30nacHOCTU B CETU NMOHSTHBIM
N OOCTYMNHbIM A3bIKOM, a NMpu BO3HUKHOBEHUU KpMTMHeCKOVI cutyauum O6paTl/|TbCFI 3a coBeToM. A Takxke NMPUHATb
y4acTtume B KOHKypCax U CTaTb CaMbIM Ll,M(prBbIM rpa)K,D,aHI/IHOM!

Mpunoxexune N 3
NAMSATKA AN POOUTENEN OB UHOOPMALIMOHHOM EE30MACHOCTU OETEN

OnpepeneHne TepmMuHa "MHdopmaumnoHHas 6esonacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-$93 "O 3awute geter OT MHGOPMaLUKU, NPUYUHSIOWEN Bped X 340POBbI0 U pasBuUTUIO", perynnpyowum
OTHOLLUEHMS, CBSA3aHHbIE C 3aUTON AeTen OT UHOoPMaLMK, NPUYMHSIIOLLEN Bpe UX 340POBbI0 U (Mnn) pasBuTuIo.
CornacHo gaHHOMY 3aKoHY "MHdOpMaLMOHHasi 6e30nacHOCTb AeTen" - 3TO COCTOSAHME 3aLLULLEHHOCTU, MPU KOTOPOM
OTCYTCTBYET PUCK, CBSA3aHHbIA C MpPUYMHEHMEM WHOpMauMen Bpeda WUX 340pOBbl UM (UNK) U3n4ecKomy,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, NpuimHSAOLLENA Bpea 340POBbO U (M) pasBUTUO
neten, aBnseTcs:

1. nHbopmaLms, 3anpeLleHHas Ang pacnpocTpaHeHusa cpeau aeTen;
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2. wnHdopMaLuus, pacnpoCTpaHeHUe KOTOPOW OrpaHWYeHO cpean aeTer onpedeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHns cpean geTten, OTHOCUTCS:

4. nHdbopmaums, nodyxaatowas AeTen K COBepLUEHNIO AeUCTBUNA, NPEACTaBNSALWNX YrPO3Y UX XU3HU U (M)
3[0pOBbLIO, B T.4. MPUYMHEHMIO Bpeda CBOEMY 300POBbIO, CAMOYOUNCTBY;

5. cnocobHOCTb BLI3BATL Y AETeN xenaHue ynoTpebuTb HapKOTMYEeCKMe cpencTBa, NCUMXOTPOMHbIE U (Mnn)
oAdypMaHuMBalLWue BellecTBa, TabayHble U3Oenuvsi, ankorosibHyl M CNMpTOCOoAEepKallylo NpoAyKLWU, NMUBO U
HaMWTKN, M3roTaBfMBaeMble Ha €ro OCHOBE; MPUHATb y4acTue B asapTHbIX Urpax, 3aHMMaTbCsl MPOCTUTYLIMEN,
OpoAsAKHNYECTBOM MU NONPOLLANHNYECTBOM;

6. obocHoBbLIBaOLWAS UK onpasgbiBatolad 4onyctuMOCTb Hacunma mn (VIJ'WI) XKeCToKoCTH Nnnbo no6y>|<p,a}ou.|,aﬂ
OCyLWEeCTBIIATb HACUJTbCTBEHHbIE OENCTBMS N0 OTHOLUEHUIO K NIOAAM U XXUBOTHLIM;

7. oTpyuaoLwas ceMemnHble LEeHHOCTM U hopMupytoLLLas HeyBaXKeHne K poauTtensam u (Mnu) gpyrum YneHam
cemMbl;

8. onpasabiBatoLlasi NPOTMBONPaBHOE NOBEAEHWE;

9. copepxallas HeLleH3ypHYto GpaHb;

10. cogepxawasn nHpopmaumo nopHorpadmyeckoro xapakrepa.

K nHcdopmauum, pacnpoctpaHeHe KOTOPOW OrpaHUYeHO Cpeamn AeTel onpeaeneHHoro Bo3pacTa, OTHOCUTCS:

1. MHpbopmaums, NnpeactasnsgemMas B Buae M3006paKeHUss Unn OMMCaHUs XXeCTOKOCTK, husmyeckoro un (Mnwm)
NMCUXMYECKOro HaCKUnIms, NPeCcTynneHns UM MHOro aHTMOBLLIECTBEHHOTO AENCTBUS;

2. Bbi3blBatoLLas y,u,eTel7| CTpax, y>Kac nnm naHuky, B T.4. npeacrasidemMasn B Buge M306pa)l(eHMFI nnm onncaHnga
B YHVI)KaI'OLLI,eﬁ yenoBe4yeckoe OOCTOUHCTBO cbopme HEHaCUNbCTBEHHOW cMepTH, 3aboneBaHus, CaM0y6l/|l7ICTBa,
Hec4acCTHOro cny4as, aBapun nnun KaTaCTpO(bbl n (VIJ'IVI) MX NOCNeacTBUN;

3. npefgcrtaensiemas B BuAe W300paxXeHUs MMM OMMCaHMS MOJSIOBbIX OTHOLUEHUA MEXAOY MYXYMHON U
KEHLLMHOMN;

4. coaepxaliad 6paHHbIe CloBa " BblpaXeHnd, He OTHOCALLMeCA K HeLl,eH3ypHOl7| 6paHl/I.

C yyetom 3Toro Bam npegnaratotca npaBuna paboTtbl B ceTu WHTepHeT Ansi pasnuyHbiX BO3PaCTHbIX
KaTeropuvn, cobniogeHne KOTopbiX NO3BONMT obecnevnTbs NHopMaLMOHHYH 6e30MacHOCTb BalLMX AETEN.

O6Lwume npaBuna Ans pogutenemn

1. He3zaBuncmmo o1 Bo3pacTa pebeHka ucnonb3ynTe nporpaMmmHoe obecnedeHne, nomorawllee gunbTpoBaThb
N KOHTPONMPOBaTb UHOPMALIMIO, HO HE MofarakTecb MNOMHOCTLIO HAa Hero. Bawe BHMMaHWe K pebeHKy - rmaBHbIN
MeTOo[ 3alUnTbI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM M3 coumarnbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaATENBHO N3Y4YNTE, KAKyt0 MHCPOPMALMIO MOMELLAIOT €ro YYaCTHUKM B CBOUX NPOMOUAX u
6norax, Bkntovas gotorpadun n Buaeo.

3. [NpoBepbTe, C KakMMuK ApyrMMu canTamm CBA3aH coumarnbHbIn cepuc Bawero pebenka. CtpaHuyku Bawero
pebeHka Moryt ObiTb 6e30nacHbIMM, HO MOFYT U COOEepXaTb CCbIIKM Ha HexenaTterbHble W OnacHble CanThbl
(Hanpumep, NOpPHOCaNT, UK CalT, Ha KOTOPOM APYr yNOMUHaeT HOMep coToBoro TenedoHa Bawero pebeHka unm
Baw pomaluHun agpec)

4. Moowpsante Bawwux geten coobuwatb 060 BCEM CTPaHHOM MM OTTASNIKMBAKOLWEM U HE CIMLUKOM OCTPO
pearvpynTte, Korga OHM 3TO AenatoT (U3-3a onaceHusl NoTepsATb AOCTYN K VIHTEPHETY AeTW He FOBOPAT poanUTENsIM O
npobnemax, a Takke MOryT Ha4yaTb MCMONb30BaTb VIHTEPHET BHE JOMA U LLKOIbI).

5. BygbTe B Kypce ceTeBoM xu13HM Bawero pebeHka. IHTepecyiiTech, KTo nx apy3bs B IHTEpHET Tak xe, kak
WHTEepecyeTech pearbHbIMU OPY3bAMMN.
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BospacTt ot 7 o 8 ner

B WMHTepHeTe pebeHOK cTapaeTcs MOCETUTb T€ WU WHble CalTbl, @ BO3MOXHO M YaTbl, paspelleHne Ha
noceLleHne KOTopbIX OH He nonyyun 6el oT pogutenen. Noatomy pogutensm oco6eHHO NonesHbl ByayT Te OTYETH,
KOTOpble MpefoCTaBnsATCA MporpaMMaMm MO OrpaHWyeHuno ucnonb3oBaHus WHTepHeTa, T.e. Pogutensckuii
KOHTPOIb UMK TO, YTO Bbl CMOXETE YBUAETb BO BpeMEHHbIX (harnax. B pesynbTtaTe, y pebeHka He ByaeT oLyLieHns,
YTO 3a HUM BeeTCs MOCTOSAHHBIN KOHTPOITb, OAHAKO0, poanTenu 6yayT No-NpexHemy 3HaTb, Kakme canTbl MoceLlaeT
nx pebeHok. [letTn B 4aHHOM Bo3pacTe 06nagatT CUMbHBIM YyBCTBOM CEMbU, OHM JOBEPYMBBLI U HE COMHEBAKOTCH B
aBToputeTax. OHu nOBAT urpaTe B CETEBbIE UIPbl U MyTELWECTBOBaTb MO VIHTEPHETY, UCMONb3ys 3MEKTPOHHYIO
noyTy, 3aX04UTb Ha CanTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSMMU.

CoBeTbl N0 be3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cosparite cnucok AoMallHUX npaBun nocelleHus WHTepHeTa npu yyactum getern m Tpebyinte ero
BbINOSNTHEHNS.

2. TpebyiiTe oT Balero peGeHka cobnofeHNst BpeMeHHbIX HOPM HaxOoXOeHUs 3a KomnbloTepoM. MokaxuTe
pebeHky, 4YTo Bbl HabnogaeTe 3a HUM He MOTOMY 4YTO Bam aTo xouyeTcsi, a NoToMy 4YTo Bbl GecnokouTech 0 ero
6e30nacHOCTU M BCeraa rotosBbl eMy MOMOYb.

3. KomnbloTep ¢ noaknoyveHnem K VIHTepHeTy OOIMKeH HaxoauTbCs B OOLLEN KOMHaTe Mog MpUCMOTPOM
poauTtenen.

4. Ncnonb3ynte cneumanbHble eTCKME MOMCKOBbLIE MALUUHBI.

5. VlCFIOJ'Ib3yl7ITe cpencrtea 6J'IOKVIpOBaHVI$-| HeXelaTesibHOro KOHTEeHTa KaK AOMOJIHeEHWE K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOIJIO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpaMmHoOro obecneyeHus.

8. Mpuyunte geten coBeToBaThCA ¢ Bamu nepen onybnvkoBaHMeEM kakoW-nnbo MHopMauumn cpeacTeamm
3MEKTPOHHOM NOYThI, YaTOB, PErMCTPALMOHHBIX OPM U NPOoUnen.

9. Hayunte geTten He 3arpyxaTtb hannbl, Nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTsM UCNONb30BaTb CyX0bl MTHOBEHHOrO OOMeHa CooOLLeHNAMM.

11. B "Genbl" CNUCOK CawWTOB, paspeLleHHbIX ANs MNOCELlEeHWs, BHOCUTE TOMNbKO CaWTbl C XOPOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecenoBaTtb ¢ eTbMu 06 Mx Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb Wwna o apysbsax B
pearnbHON XWU3HMW.

13. He genavite "taby" n3 BONpoCcoB NOMOBOM XN3HW, TaK Kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpadguio nnu cantel "ana B3pocnbix”.

14. Mpwnyuute Bawero pebeHka coobliaTb BaM O MoObIX Yrpo3ax UM TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
OcrTaBaiiTecb CMOKOWHbIMW M HanoOMHUTE OEeTSIM, YTO OHM B GE30MacHOCTM, eClM caMu pacckasann BaM O CBOWX
TpeBorax. MoxBanute UX 1 NOCOBETYNTE NOAONTK elle pa3 B NOAOGHbIX criyyasx.

BozpacT geteit ot 9 oo 12 ner

B naHHOM Bo3spacTe [OeTu, Kak NpaBuio, YKe HacnblaHbl O TOM, Kakasi MHdopMauus cyllecTByeT B
NHTepHeTe. CoBepLIEHHO HOPMaIbHO, YTO OHW XOTAT 3TO YBUAETL, NPOYECTb, YCrbiwaTb. [1py 3TOM HY)KHO MOMHUTb,
YTO OOCTYN K HexenaTtenbHbIM MaTepuanam MOXHO ferko 3abnokMpoBaTh Npy NMoMoLmM cpeacts Poamntenbckoro
KOHTpOnS.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net
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1. Cosgante cnucok OomallHMX MpaBun noceweHns WMHTepHeT npu yyactum peten mn tpebynte ero
BbINOSTHEHWS.

2. Tpebyitte oT Balero pebeHka cobnogeHnst HOPM HaxXOXOEHNS 3@ KOMMbIOTEPOM.

3. Habnwopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4yto Bbl Becnokoutecb o ero
6e3onacHOCTM 1 BCerga rotoBbl okasaTb eMy NMOMOLLb.

4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpuUcMOTPOM
poauTtenen.

5. Wcnonb3aynte cpeactBa OrnOKMPOBAHUA HEXENaTerbHOro KOHTEHTA Kak OOMOMHEHWe K CTaHOapTHOMY
PoavtensckomMy KOHTPOSHO.

6. He 3abbiBaiiTe NpvHUMaTb HEMOCPEACTBEHHOE yyacTue B XM3HM pebeHka, GecegoBaTth ¢ AeTbMU 006 KX
Apy3bsix B IHTepHeTe.

7. HactavsawTe, 4Tobbl 4€TU HUKOTAA HE COrnallanmcb Ha NMYHbIe BCTPeYn ¢ Apy3bsamu no NHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl 3 "6enoro” cnucka, KoTopbin co3ganTe BMECTE C HUMM.

9. MpuydnTte geten HUKOrga He BblAaBaTb NNYHYI0 MHAOPMALMIO CpeacTBaMM SMEKTPOHHON MOYThbl, YaToB,
CMCTEM MIHOBEHHOIO 0OMeHa CoobLLEHAMU, PErMCTPaUMOHHbIX POPM, NNYHBIX Npoduner n Npyu perncTpaunm Ha
KOHKypcCbl B IHTepHeTe.

10. Mpuyuute OeTel He 3arpyxaTb Nporpammbl 6e3 Balwero paspelueHnsi. O6bACHATE UM, YTO OHU MOTYT
CryyaiHo 3arpy3uTb BUPYChl UMK ApYroe HexxenatenbHoe nporpamMmMmHoe obecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHYI0 y4eTHYIO 3anucb Ang paboTbl Ha KoMMbloTepe.

12. Mpuyuute Bawero pebeHka coobwatb BaM O fobbIX Yrpo3ax UM TpeBorax, CBSA3aHHbIX C VIHTepHeToM.
HanomHuTe getam, 4To oHM B 6€30NacHOCTU, eClv caMu pacckasasnv Bam O CBOMX TPeBorax 1 onaceHusix.

13. PacckaxuTe getam o nopHorpadum B IHTepHeTe.

14. HacTtamBawite Ha ToM, YTOObI A4eT1 NpeaoCcTaBnsanyM BaM OOCTYMN K CBOEW 3MEKTPOHHONM No4yTe, YToObl Bbl
y6eamnumcb, 4To OHKU He 0bLLaTCHA C HE3HaKoMLaMW.

15. O6bsACHUTE OEeTAM, YTO HEenb3s MCNoMb30oBaTh CETb AN XYNWraHcTBa, PacnpoCTPaHeHWsl CineTeH unu
yrpos.

Bospact geteit ot 13 go 17 net

B aTom Bo3pacTe NogpOCTKM aKkTUBHO MCMOSb3YOT MNOUCKOBbIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHON NOYTON,
cnyx6amMy MrHOBEHHOro 06MeHa COOBLLUEHUSIMU, CKAuMBAKOT MY3blKy M unbMbl. ManbumMkam B 3TOM Bo3pacTe
bonblue MO HpaBy cCMeTaTb BCE OrpaHUYEHMusl, OHU XaxayT rpyboro tomopa, asapTHbIX Wrp, KapTUMHOK "Ans
B3pocnbIx". [eBoukM npegnoumTaT oblartbcs B 4aTax, Npu STOM OHU ropa3go bonee YyBCTBUTENbHbI K
cekcyarnbHbIM foMoraTenbcTBam B VIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe pOAMUTENsM yXXe BeCbMa CMOXHO KOHTPONMpOoBaTb CBOUX AeTeW, Tak Kak 06
MHTepHeTe OHM yXe 3HalT 3HauYUTenbHO Oonblue CBOMX poauTenei. Tem He MeHee, He OTMyckaWTe geTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBOBaTh B 06LWeHUn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasBuna MHTepHeT-6e30nacHOCTU - corfalleHne  Mexay
poauTenaMu u getbMu. Kpome Toro, Heo6xoaMMo Kak MOXHO Yallle NpocMaTprBaTb OTHYETbI O AeATeNbHOCTY AeTel
B MHTepHeTe. CneayeT o6paTMTb BHUMaHME Ha HEOGXOAMMOCTb CofepkaHus poauTenbCkuX napornei (naponen
aMVUHMUCTPaTOPOB) B CTPOroM CeKpeTe M 06paTuUTb BHUMaHWE Ha CTPOroCTb 3TUX Maponei.

CoBeTbl N0 6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte cCnucok OOMalUHWX MNpaBun noceweHus VHTepHeTa npu y4yacTMM NogpocTKOB M TpebywnTte
6e3ycnoBHOro ero BoinonHeHuns. O6roBopuTe ¢ pebeHKOM CMMUCOK 3anpeLleHHbIX canToB ("Y4epHbIn CnUcok"), Yachl
paboTbl B IHTepHeTe, pykoBOACTBO MO 06LeHnto B VIHTepHeTe (B TOM Ynce B YaTtax).
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2. KomnbtoTep ¢ noakntoveHnem Kk cetm MHTepHET AOMKEH HAaXoaMTbCs B 0OLEen KoMHaTe.

3. He 3a6biBaiiTe GecegoBath ¢ AeTbMMU 06 UX ApYy3bsix B IHTEPHETE, O TOM, YeM OHU 3aHATbI Takum 06pa3om,
OyaTo peyb UaeT o Apy3bsiX B pearnbHoW X13HU. CnipaluvBainTe o NoAsX, C KOTOpbIMU AeTH 06LLa0TCA MOCPeACTBOM
cny6 MrHoBeHHOro o6MeHa coobLLeHNAMU, YTOObI yoeauTbes, YTo 3T NHoaM UM 3HAKOMbI.

4. Wcnonb3ynte cpeactsa ONoOKMpoOBaHWUS HeXernaTenbHOro KOHTEHTa Kak AOMOfHeHWe K CTaHAapTHOMY
PoantensckomMy KOHTPOIHO.

5. Heobxoanmo 3HaTb, KakuMm 4atamm NoNb3yKTCA Bawwn geTu. |_|OOLLI,pF|VITe ncnosnb3oBaHne MogepupyembixX
YaToOB M HacTauBawnTe, YTOObI 4eTU He obLannch B npuBaTHOM peXnMe.

6. HactanBaiTe Ha TOM, YTOObI AE€TU HUKOrAA HE BCTpEeYanuch NTIMYHO C ApY3bsiMU U3 ceTU VIHTepHeT.

7. Mpuyunte OeTei He BblgaBaTb CBOK NMYHYK MHGOPMaUMIO CpeacTBamMy 3MEKTPOHHOW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOTO 0O6MeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, JIMYHBIX NPodUneit 1 Npu pericTpaummn Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspewenus. O6bACHATE UM, YTO OHU MOTYT
Cny4ariHo 3arpy3uTb BUPYCbl UNN OpYyroe HexenatensHoe NporpaMMHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobatb Bam O NoObIX yrpo3ax Unm Tpesorax, CBA3aHHbIX ¢ VIHTepHeToMm.
HanomHuTe geTsaM, 4TOo OHM B 6Ges3omnacHOCTW, eCnu camu paccka3anu Bam, O CBOWX Yrposax Wnu TpeBsorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute geTtam o nopHorpadgum B MHTepHeTe. lNMomornte mm 3awmtutbCca oT cnama. Hayuute
NOAPOCTKOB He BblaaBaTb B VIHTEpHETE CBOEro peanbHOro afIeKkTPOHHONO agpeca, He OTBeYaTb Ha HeXenaTenbHble
nMcbma u UCMonb30BaThb crneuunanbHble NoYToBblE OUMNBTPHI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayuute geTelt yBaxaTb ApYrMX B MHTEpPHeTe. YOEAMTECh, YTO OHU 3HAKOT O TOM, YTO NpaBuIia XOPOLUEro
noBefeHVs1 AeVCTBYIOT Be3/le - AaXe B BUPTyallbHOM MUpE.

13. OObsAcHWTE p[geTaMm, 4YTO HM B KOEM crnydae Henb3s ucnonb3oBatb CeTb AN XyNUraHcTea,
pacnpoCcTpaHeHWs CNneTeH Unm yrpo3 Apyrum foasim.

14. O6cyp,V|Te C noapocCcTKamMu Flp06.l'leMbI CceTeBbIX a3apTHbIX UTP N NX BO3MOXHbII PUCK. HanomHuTe, 4YTOo OETH
He MOTyT urpatb B 3TN UTPbl COrNacHO 3aKOHY.

lMocTosHHO KOHTponupynTe ucnonb3osaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapylleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.




